
 

Top 5 Steps to Disaster Preparedness for SMBs 

The news is filled with headlines of disasters – everything from earthquakes, tsunamis and tornadoes, to computer 

viruses that threaten to shut down an entire network, or to delete all the data on a server. None of us want to 

think of these impending disasters, but when you run a business, it is part of the job – to make sure your company 

is prepared for the worst – the loss of business critical data and applications.  

The purpose of this white paper is to outline the 5 steps required to prepare small-to-medium businesses for these 

disasters.   

Step 1:  Validate the Need  

Step 2:  Conduct a Business Impact Analysis 

Step 3:  Determine the ROI 

Step 4:  Create Your Plan 

Step 5:  Test Your Plan 

The old adage “Plan for the worst, and hope for the best” is a good place to start, but is certainly not sufficient 

when talking about business critical data. The steps outlined below help ensure that your company is well 

positioned if a disaster does occur.   

Step 1:  Validate the Need for a Disaster Recovery Plan 

Data backup, business continuity and disaster recovery mitigate the risks associated with potential loss of data. 

Corporate systems (laptops, desktops, and servers) and the applications and data they contain, are critical to the 

operation of a company. The importance of ensuring the continued operation of those systems, or the rapid 

recovery of the systems, in case of a failure, has increased dramatically.   

SMBs around the world are looking for ways to address these risks and protect their systems and data from the 

variety of disasters that could occur at anytime. These disasters range from natural disasters like earthquakes and 

building fires, to the less dangerous, yet no less damaging, technical disasters like data corruption from computer 

viruses or simple hardware failure which is the guaranteed end of every laptop, desktop and server.   

Risk (risk) — n.  The possibility of incurring misfortune or loss; hazard 
 
Types of Risk: 
 

 Financial:  may include opportunity lost during downtime, loss of revenue from sales, the cost of borrowing to meet 
cash flow, penalties from not meeting contractual commitments or service levels, loss of core asset (data) leading to 
bankruptcy.  

 Regulatory:  may include penalties for not having appropriate records and document history as mandated by SOX, 
HIPPA, and other regulations, filing financial reports or tax returns on time, fines or penalties for noncompliance, or 
the need to recall products due to lost product-testing information. 

 Reputation: may include loss of customer confidence, decrease in market share, liability claims, customer 
dissatisfaction, negative media coverage, and loss of goodwill. 



Quantifying the Impact: 

The Centre for Research on the Epidemiology of Disasters (CRED) has quantified the economic impact of these 

disasters. Between 2000 and 2008, CRED cites the average number of natural disasters per year as 392, and the 

average annual economic damage at $102.6 billion worldwide
1
. 

In 2009, 335 disasters were cited with economic damages of $41.3 billion.   

This impact isn’t limited only to natural disasters. A study conducted by Intel Corporation and the Ponemon 

Institute
2
, analyzed the impact of missing laptop computers. The 329 organizations polled in 2010, had collectively 

lost more than 86,000 laptops worth a staggering $2.1 billion. Add to this the fact that computer viruses cause 

additional losses of around $8 billion per year and you have a significant impact on American businesses. 

The damage and costs associated with these disasters clearly underscore the strategic importance of disaster 

recovery plans. This holds true for large corporations and smaller business alike. Forrester Research estimates that 

small-to-medium business allocate about 7% of their total IT budget to business continuity and disaster recovery
3
.  

In addition, 36% of SMBs plan to increase their spending in this area. These statistics indicate the critical role 

disaster recovery is playing in a comprehensive IT strategy among SMBs. 

Understanding the need is the first step. Analyzing and documenting your environment in a Business Impact 

Analysis is the next. 

Step 2: Conduct a Business Impact Analysis 

The Business Impact Analysis (BIA) is the foundation of your disaster recovery plan. The BIA will identify which 

systems need to be recovered in priority order.   

Start by identifying the most crucial systems and processes and the effect an outage would have on the business. 

The greater the potential impact, the more important it is to restore a system or process immediately. For 

example, a stock trading company may decide to pay for completely redundant IT systems that would allow it to 

immediately start processing trades at another location. On the other hand, a manufacturing company may decide 

that it can wait 24 hours to resume shipping in the event of a system failure.  

Your BIA will establish a prioritized list of assets and determine which parts of the business should be restored first. 

A well-crafted BIA starts with an environmental assessment and process review, which address the following 

questions: 

 What types of systems, applications, networks, and facilities are required to function? 

 Who are the key personnel responsible for these functions? 

 How critical are these functions to the health/reputation/finances of the organization? 

 What is needed to perform the functions? 

 What dependencies are required to perform these functions? 

 How long can you accept a break in these functions? 

1. http://www.emdat.be/natural-disasters-trends 

2. http://blog.digitalriskstrategies.com/ponemon-institute-lost-laptops-cost-billions/ 

3. Forrester Research, Global IT Budgets, Priorities, And Emerging Technology Tracking Survey, Q2 2010  



Time-Critical OR Time-Sensitive:  

Each application, server, and personal computer has a specific function. But some are more time-sensitive than 

others in the face of a disaster. For example, a law-firm suffers a flood and a number of their servers are 

destroyed. One of the servers was the company’s email server running Microsoft Exchange. Another server ran the 

company’s time and billing software that helped the attorneys track their billable hours.  

While the loss of the time and billing application will cause significant extra work and lead to increased cost and 

lost productivity, the lawyers could manually track their time and billing temporarily or go back and retrospectively 

input their hours. The loss of email communication, however, means that clients’ emails aren’t getting read, urgent 

correspondence from the courts or opposing council isn’t being received and the attorneys aren’t able to 

communicate with their clients. While the time and billing software is critical to efficiently running the law firm, in 

the middle of a disaster it is less of a priority, not because it is not critical, but because it is not time-sensitive. 

Identify the Risks:   

The next step is to identify possible risks, or causes of potential disasters. Consider both internal and external 

causes in your evaluation. Internal causes could include hardware failure, sabotage, theft, hacking, or data 

corruption.  External causes could include earthquakes, fire, or a power outage.   

Evaluate the Impact:   

Once the risks have been identified, the next step in the BIA is to 
evaluate the impact of the risks on your business. There are several 
ways to do this, but a look at the estimated impact of the risk against 
the probability of the risk occurring is one of the more straightforward 
approaches, and often the clearest to communicate to the 
management team. 
 
Using the matrix in Figure 1, map the impact of the event against the 
estimated probability. All items in the upper right must be dealt with 
immediately as they clearly have the highest impact and are most 
likely to occur. Those in the lower left are the least of your worries. 
Those in the middle need to be prioritized accordingly. 

 
Step 3: Determining the ROI of your Disaster Recovery Plan 

Having identified the possible risks and evaluated the likely impact on the business, the next step is to calculate the 

return on investment (ROI). Now it is time to do the math and prove that your investment in disaster recovery is 

worth every penny. 

There are many formulas to calculate an ROI. The most common is a simple equation: 

ROI =  (Benefits-Costs)/Costs 

  



Quantifying the Benefits: 

Quantifying the benefits associated with a disaster recovery plan will vary by industry. But in general, if your 

business can’t operate – send and receive payments, facilitate transactions, or service customers – what does that 

do to your company? How much is it worth to avoid the impact of unforeseen disasters?  

We start by calculating the benefits that will be derived from the disaster recovery plan. Direct benefits are the 

savings that would occur if the company was able to recover quickly after a disaster.  

Continuing with the legal example, assume the law firm we are discussing has 10 attorneys that bill at an average 

of $200 an hour. Let’s say that the attorneys aren’t able to email with clients or access critical records because of 

the flood in the server room. The law-firm would lose a minimum of $2,000 per hour in lost revenue or $20,000 

per day (if the attorneys work 10 hour days). This is merely the cost of downtime and assumes full recovery. If the 

firm actually lost the emails or client data permanently, the loss could be fatal to the business and would either 

lead to millions of dollars in loss and/or cause the firm to shutdown.  

Therefore, the benefit from your investment in a DR plan is inversely related to the cost of downtime. 

Calculating the Costs: 

Soft costs include the negative impact to customer satisfaction, brand value, and shareholder equity if the 

company is not able to quickly recover after a disaster. These need to be layered onto the hard costs. The $20,000 

per day which was calculated above for the law-firm is the “opportunity cost” or “hard cost” because the firm must 

pay its attorneys, yet those attorneys aren’t able to work. However, the soft costs are likely even greater in this 

scenario because clients are likely to switch firms or use a different firm in the future if their emails go unanswered 

for an extended period of time and key dates and deadlines are missed with their cases. The cause of the disaster 

is also a factor. Although customers are likely to be more forgiving in the case of a natural disaster than a technical 

failure, this should still be figured into the potential soft costs lost. 

The costs associated with implementing a backup, business continuity, and DR plan are fairly easily quantified if 

you use a comprehensive all-inclusive service like Plenary’s BDR. However, if you use a cobbled together solution 

that involves DR planning and separate hardware, software and service, as well as the cost of your time managing 

the solution, you must calculate the direct investment required to create the plan, plus the cost of implementation 

and management, plus the amortized rate of the hardware and software as well as the subscription to the disaster 

recovery service.  

Using the Plenary BDR case, for example, a managed service provider implements a fully managed business 

continuity and disaster recovery solution for the law firm with a recurring subscription of $400/month.  

Completing the law firm example we get the following calculation: 

Benefits 
Revenue Saved 

 
$20,000 (inverse of 10 hours of downtime) 

Costs 
Create the Plan 
Subscription Fee 
Total Cost 

 
$0 
$4,800 (average annual subscription fee) 
$4,800 

ROI ($20,000 - $4,800)/4,800 = 3.16 

 



Step 4: Create Your Disaster Recovery Plan 

At this point, you are ready to create an actual disaster recovery plan. This plan will strategically prioritize all assets 

and formulate the recovery sequence necessary to keep your business operational. The plan will also provide 

tactical details needed to execute the plan should it become necessary. 

Access to Information 

It is critical that your plan includes how to access all information required to re-establish the systems. This includes 

authentication, SSL certificates, and passwords. Without these critical pieces of information, it is almost impossible 

to access the systems and information needed to re-set systems, access data, etc. 

Often forgotten, yet critical to the recovery process, is personnel contact information and contact methods. In the 

case of a disaster, knowing who to contact and how to best reach them is essential.  

Cell phones, home phones, email, and other options will be required. In the case of a serious natural disaster cell 

phones may not be operational, but social media services like Twitter and Facebook may be.  

Consider all possible touch points to ensure you have access to the people required to get your systems back up 

and running.  

Prioritize recovery procedures 

Recovery procedures should take into account the overall network infrastructure as well as personal computing 

devices needed to restart operations. In general, most network resources will be unavailable until directory 

services are up, so these should be brought up first. Identify key dependencies and take them into account when 

documenting and describing recovery processes and procedures. For example, if servers need access to a data 

farm before they can deliver access to key services or information, those resources must be ready before or as the 

servers come online.  

Make sure the plan addresses issues involved in providing desktop or notebook access to key staff members during 

recovery. If the key team can’t access the servers or backup data, they will not be able to initiate or manage the 

recovery. Also, make sure to consider computing access for key executives, sales, and support personnel 

throughout the recovery process.  

Document the recovery processes 

Write the disaster recovery plan based on only what is true today, but know that it will evolve over time. It is 

tempting to include changes that are expected to be in place soon, however, more often than not, new systems 

are delayed or do not function as expected. The result is a disaster recovery plan not rooted in fact; one that is 

sure to fail in the event of an actual disaster because it does not actually represent the true nature of the IT 

systems and infrastructure. 

Therefore, document the plan as it exists today. If you know changes are forthcoming, wait to document the 

change until it is in place and the details are known. Alternatively, establish an update schedule that routinely 

publishes revisions to the plan. Quarterly updates that coincide with testing procedures can be very effective and 

efficient.   

  



Step 5: Test Your Plan 

Beyond addressing essential dependency issues covered above, many companies discover during testing that some 

aspects of their processes and procedures are missing, insufficiently detailed, or lacking important information.  

Identify gaps 

Your first test will identify these critical gaps. Amending the plan to address these gaps is one of the biggest 

benefits of testing your plan. Many companies find that creating and documenting the plan, and providing 

supporting checklists and timetables, helps mange what could be a very stressful situation. With clear guidelines 

and processes, people are more comfortable and therefore more in control. Following the plan during practice 

drills gives people focus and helps highlight oversights and omissions. This way, issues can be addressed before 

genuine disasters or business interruptions strike. 

During an actual crisis or disruption, many companies discover that they can’t draw on adequate power or facilities 

when they go into recovery mode. Practice sessions will quickly identify and help suggest remedies to such 

problems. Without having a plan for backup power or physical facilities, you are guaranteed to delay recovery. 

Lack of sufficient power and facilities will show up during practice drills when teams try and fail to bring systems 

back up because of power or facilities-related issues or problems. This is another benefit of testing your disaster 

recovery plan. 

Industry best practices recommend conducting a “conference room” test on a quarterly basis. These tests are 

informal reviews of the documentation. The team walks through the procedures in the safety of a conference 

room. The discussions focus on process, policies, and procedures and ensure that all team members understand 

their roles and responsibilities. 

If possible, live tests should be conducted annually to ensure everything is in working order. Failure of a 

“conference room” test is one thing. Failure during an actual crisis can and will cause significant damage to a 

business. The live test should include service providers, complete fail-over, restore, and validation processes. 

Communication processes and procedures should simulate a disaster scenario, including alternative means of 

communication. 

It’s essential to put processes in place that require staff to report regularly on plan status and enact change 

management to keep plans in synch with organizational and technical realities on the ground. It’s also important to 

perform regular audits to check how well plans and reality match. 

Conclusion 

As much as we’d like to think that technology is flawless, it isn’t. The processes recommended are based on best 

practices, industry standards, and our experiences with small and medium businesses. Taking these processes into 

account when developing your disaster recovery plans will help ensure that the critical issues are addressed. 

At Plenary Technology, our focus is to ensure that you always have access to your data and your applications – 

onsite, offsite, online, or offline – not matter what happens. Your peace of mind and the success of your business 

are our top priority. 

  



Next Steps 

Plenary Technology delivers a unified platform for backup, business continuity, and disaster recovery that offers 

unprecedented ease of use and uptime to the SMB market. With the power of one – one vendor, one platform, 

one interface – Plenary’s BDR is the only solution built from the ground up as an all-in-one service that keeps SMBs 

productive whether they suffer an individual file deletion or a disaster that brings down all of their servers and 

applications. The Plenary BDR solution combines the best elements of an on-premise appliance with the cost 

savings of a cloud-based disaster recovery service all for a low monthly fee.  

For more information, visit www.plentech.com or call 866-753-6279. 


